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x86 Opcode Structure and Instruction Overview

znd znd
0112314567 89ABCDEF = 0/112/13456 7 89 ABCDEF
TWO {LSILDT |{L,S)GDT
0 ADD e OR & levre O |0, S e | st B I .~ ]
POP refetc
1 ADC ss | ss SBB os | oY 1 SSE{1,2,3} &l HINT_NoP ]
2 AND s [oaa SUB s |oas 2 MOV CR/DR SSE{1,2} ]
SEGMENT SEGMENT
OVERRIDE OVERRIDE
3 XOR SS | AAA CMP DS AAS} 3 WRMSR| RDTSC | RDMSR | RDPMC SVSENTE% SYSEXIT Somes Ed P }
BYTE SSE4
4 INC DEC ] 4 CMOV ]
5 PUSH POP ] 5 SSE{1,2} ]
6 susiad) popao [souno | aRpL|_FS | G [ PUSH‘IMUL‘PUSH‘IMUL INS ouTs } 6 MMX, SSE2 }
SEGMENT OVERRIDE SIZE OVERRIDE 4
7 j0 [No| B [nB | JE | UNE [ JBE [ A l{ ss [ INs [ ope [Jpo | UL [uGE [ ULE | UG J 7 MMX, SSE{1.2,3}, VMX ‘ ‘ T S }
ADD/ADC/AND/XOR MOV MOV Jo [INO| JB |INB| JE |JUNE | JBE | JA | JS [INS | JPE | JPO | JL | JGE | JLE | JG
8 e TEST XCHG MOV REG SREG‘ LEA SREG‘ POP} 8 I I I I I I I mlw I I I I I I I }
NOP 9 SETO | SETNO SETB SETNB SETE SETNE | SETBE SETA SETS SETNS | SETPE | SETPO SETL SETGE | SETLE SETG
9 XCHG EAX CWD‘ cDQ CALLF‘WAIT PUSHFD| POPFD SAHF‘LAHF] I I I I I I I sl« I I I I I I I }
MOVS | CMPS TEST STOS LODS SCAS PUSH| POP lrpiip BT | sHLD PUSH| POP | pom| BTS | SHRD | srence |IMUL
FS | FS GS | GS
BT
B MOV ] B CMPXCHG‘ LSS ‘ BTR ‘ LFS ‘ LGS ‘ MOVZX |rorcnt| UD | g1 BTC’ BSF ‘ BSR ’ MOVSX }
BTC
C SHIFTIMM‘ RETN | LES | LDS | MOV IMM | enes | eave | RETF INT3‘I:\':IA INTO‘IRETD} C | xaop ‘ SSE{1,2} cprcis BSWAP }
SHIFT 1 | SHIFT CL
D ROL/ROR/RCL/RCR/SHL/SHR/SAL/SAR AAM AAD SALC XLAT FPU } D MMX, SSE{7,2,3} }
LOOPNZI LOOPZI Loop IN ouT e IN ouT
E e IEXZ U (@ TR TV IV i~ E MMX, SSE{1,2}
LOCK |CE REPNE REPE |NC INC/DEC
F sl BB COND‘LONAL HLT [ cMC| TTBOTes | cLC | STC | Ll | STI | CLD | STD | o caunm F MMX, SSE{1,2,3}
ACCESS A REPETITION
Arithmetic ! General Opcode Structure Addressing Modes SIB Byte Structure
& Logic Prefix Element | [ prefix Addriode 518 Byte Displacement) (mmediate Data mod| 00 o1 10 1 encoding | _scale (2bi) | _Index (abiy) | _Base (3bi)
Iryz;rv;3:2n 04 (mod,orjg, r/m) (scale, ino(i‘ex, base) ora - r/m | 1ebit | 32bit 16bit 32bit 16bit 32bit /m I/ REG 000 2?:1 [EAX] EAX
(] wemoy [ ] ssemano oo e e e e e | ([ e | |
Bit structure olo|olo|o|o|p|L| |o|o|E|E|E HS %l I|B|B|B 010 T - ? ; . ? - ’ - oL Py £6x] Tox
No Operation (NOP)7 e S e 011 [ pron | con [ | s | ot | Eoanse | ot ronear
Stack Multiple Instructions / e b‘“J o) 100 [ 1 | se | rase | swoms | spoms | s | wseres 101 [EBP] e
Direction bit scale field 101 | (on |[cisp32 | [Dijwisps | [EBPl+disps | [Dij+displs | [EBPI+cisp32 | CH/BP/EBP 110 [ESI] ESI
Control Flow Operand length bit r/m field 110 | disp16 | [ES) | [BPl+disps | [ESi+disps | [BPJ+displs | [ESil+disp32 DH/SI/ESI 111 - EDI EDI
P Register/Opcode modifier, defined by primary opcode [EDY
& Conditional /il peals 111 | (e | [ED) | (Bxwdisps | [EDIl+disps | [BX)edispi6 | [EDI+dispaz BH/DI/EDI SIB value = index * scale + base
v1.0 - 30.08.2011 Source: Intel x86 Instruction Set Reference

Contact: Daniel Plohmann - +49 228 73 54 228 - daniel.plohmann@fkie.fraunhofer.de

Opcode table presentation inspired by work of Ange Albertini



